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1. The classifying of information and material within the National 
Security Agency iu an involved and Comdex Troblem. IV'ry document to 
be classified must be considered as b-ing unique and one hose classifi- 
c.tion is dependent on factors existing vdthin that document alone, the 
decision as to the arener classification of a docucont V-.nr.ot «rbitrar1~ 
ly be determined by re Terr 1 to oth r documents or to specific ruins and 
regulations. Lach iten of information or material mur.t be jU' 1 , -i solely 
on its nwr. ferit3 and shall be classified according to its cwr. content. 
There ire, however, certain basic nrinciples of da ■ sifi cation which id.ll 
be of aosistar.ee to individuals ithin *iSA in the solution of their classi- 
fication -rob leas, and it is >ro nosed to consider thess bi.sic -rrincl.pl os 
in this document. 

2. As a basis for ci no sifi cat ion, it is necessary that nil personnel 
be thoroughly conversant with the security classifications . su.blished by 
tie ito'.iart'-ient of jefonsei i’O' 1 .'FCFt. T , I'CiU T and -O iFl » u j;Ti (it will 

be '.iot ed as of 15 Jecember 1953 the classification category ^V'T'ilCTtD 
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■ 

v:is abolished by Executive. Order fid. 10501). By definition these security 

elai si float ions can bo stated as follows: 

a . Tv> Socrat : >■ jcceot os nay be expressly provided by statute, 

the Jae of the clot si filiation Ton secret shall be authorized, by r*rv*roprl- 
ate ■ uthority , only for defense infom ati on or x«Lerial which requires the 
highest degree of protection. Dm Too Secret classification shall be 
ti'> ’lied only to that information or .rxterial the defense snpect of which 
is paramount, and the unauthorized disclosure of which could result in 
exeeut Lonully grave damage to the Nation sudh leading to a definite 

break ir< diplomatic relations a Teotlng the defense of the 'Ini ted f tales, 

an armed attack igainst the United rt.tes or Its allies, a war, or the 

coTpromise of military or defense plans, or intelligence onerat ions , or 
scientific or technological develorrents vital to the n.tional defense. 

b. Fee ret, i hxceot as may be expressly provided by statute, the 
use of the classification Secret shall be authorized, fay appropriate 
authority, only for iefense information or material the unauthorized 
disclosure of which could result in serious dannge to the Nation, such as 
fay Jeopardizing the international relations of the United rtetet, 
endangering the effectiveness of a program or policy of vital importance 
to the national defense, or compromising important mllit'.ry or defense 
plans, scientific or technological developments important to notional 
defense, or information revealing important intelligence operations. 

c. Confidential : Except as may be expressly provided by 





statute, the u. e of the classification Confidential shall be authorised, 



Oil 



- saeag- a&vi***> > j. ;i 

fay appeopr lats authority, only for defease l n for ua tiop or aaterial the 
unauthorised disclosure at which could be prejudicial to the defease 
interests of the nation. 

\ 

3. Within the Rational Security Agency vs oust provide even acre 
safeguards to o ur ectivitie e then are provided for "T^er standard 
securit y classifications. Before any official ana ocy Inform ation is to 
Vj> be dls — rafnated it mart be datarmLnod that the r ocipt aat iua a mei-U^fc; *r » 

1Hr iwi stiQu 

* All lnfceuttlon of an unclassified category , Eia tainlv g fo BSA ae g fe^ i 
fleesreftiy, should not be dlacuaacd y**h nqgB ejgajgt for official 



4. Beyond the basic classifications established by the Depaxtosat 
of Defease, vo recognise that within the Rational Security Agency, there 

£aHS'/JtY-A'fi6<A.t re coAwiist 

ere special ■eJaae fflcaMen a which oust be ec n elde r ad separately due to 

their inherently sensitive nature. These a re th e eiisilftgfletes pertain* 
to specific eatoGoriee of ocraiunicatiocs intelligence tnforne t ica end 
dWh are identified by the asaigrsaent of a distinctive code word. 

— COWIMT 

5 . aha classification of CCMDffr involves two distinct rwenld«ratic«>s \ 
the security of the incarnation contained within an individual doeuiaant %n& 
the e ewugfty of the source frou which this iaftenastico v-sj ’•w^voc. tlic-ar 
or both ocosidecetiooB nay effect the classification, dependant upen 
whether the information or the source is the acre sensitive. Initially, 

1 / CCMQK? cocas to this Agaocy as mr traffic which has been intercepted by 

A 

field station activities throughout the vorld. this traffic is c l a av i- 
fuel CQH'HRSTttL until such tinri as toy analytical proceesioc 1* btgun. 

« 

gECRE ^P 
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the *>ro< 
A 

infor-n lions 



Pnv. the > irocevslng of this raw traffic, we derive three tynea of 
A 



... w/Y»ilnv* LLxceac^ v-hich reaul* '•* •• • «vty l- 

w»l solution of Uw ry t«rr.e which -were utilized by the origin, tors to 
overt the tralf)'* .1 *r i.r-g its t - <j>a rise Ion. 

b. r.-attlc ln'elii"'«- e uiiich results "p> tto .u ■_ *- .--I ui 
jLtslyeia o f >»e »Ktemsd ch- ruct-rl sties or the enciphered or encoded 

-i^ «e. ^ 

^-c. information tn-Jt ia> derived froi onilysia of "lalntexi 

traffic. 

b. *nf >rTFiti n derived fro- ttase three nrocesees (ci rj\*\***lur*t ■ 

r u 

|huA .'WJ 

t-'-.inc «sfecd&S33Bee --r.d viu.nte.ct analysis) is divided into three security 

' ’*»*erierir 

■■« uitefor.* .til ■ ■/'■IT - is o? the highest rliwifirdon -nd 

nyv-w vi>«UiTn c -tegosy and La a.« li*»d to th.it u tergal hose source 

ii«ri b»» eret*eted t j.) costs, in general, this <d.^ ii.-.Kv !mar' 

/tvuil^ns 

J#-Kv»ed fro* rryot i » t « mg e . eea» ; except »\>r cortUn specif l»v.lly cremo' 

aua/'aai 



e.-tMor- 1 e* J , 



I wimi t j jn ee :Hrt tr.fflc ■te ^llii^ iie of 
rJd * pet l 4 , fj \o M ZlK-fUbV • 1 it € % 

min e d by - rrirt li^ 



certain nigh level eystePij] l w blch -fc fV .< bu e n aw ede toi 
dJasillat-ta "fflU ■■itf 1r ll i l i r l i h n T j it i» this mat-rid In C& eg-jry 
i. x which la considered to te T*if Ni-'hT Codeword* Srrfiov* 2r) 




category 



b, Category li '^ri<VT is lens sensitive than the urecedlng 

|M T/cftY pTof<tt iov. tf • li SN<vr « ir *it *1*/*$* Vftt ovemjAij ft.icr Ad/,. 

V id is sne whose n^terlul c<sn oy acce: tonne of ; aileul.ted 



rie* o« dis9sroin^*d [without cvar-rioir^ concern for Us* dewurity of i 

uiTV a USSY?* iji tf*n/»v 4 security 

0 EO 3.3(h)(2) 

u (b)(3)-50 USC 3507 

Secret 



•i-wf 




-fmzp- 
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J iie ge«f8» > Tills category will include traffic Intelligence *hich has 

not b< «n oecifically JL.ced into other categories :.nd crypt intelligence 

exulting fror. T he solution of certain lew level codes and other security 

V 

At is this t. terial in Calegozy 11 which Is «>'■- iJercd to ne 
f- ■: V T ‘Jo ib- iord. ( &ee i a ^ jjf) 



c. Category I CoMINT is subject to the 1«'*3& restrict; -v-i 
JLatione of the three categories and will include cert in +jPh± of xo J i-jvel 

SSfVCf S\ CiV OLw'i\u>'rii l / S 

category will be classified CUJFJ Ji NTIAL without the use of any codeword, 
t-xtreme c re lust always be utilized in Discing GGMINT in this category. 

{See naragrs-h 7, Section VI - (X MFIDENT1AL. ) 

7. In addition to these categories , there are certain other basic 
statements tb.«t are acceptable as guide lines in determining cla sal & cations < 



a. Ci M1MT will normally be considered us :• il ’ ‘r*$ /it!:.*... (at p ry 
.ill excom. lov ruch specific systems as have been w^.sa §CZ.y .igr-jef’ ~[>on ir 

U K IX other eeli ii^a'rttS % 

a nd the JJ.5. to be d eww -giuMs di t o Cstegasy II . Thir list f< .>»i w X»s 
in PROD (HSA-0621). 

b* Star. ding owe r: ting procedures, personnel reoo-ts, organize.” 
atonal ch. rta and instructions manuals governing respective COMirJT organi- 
zations will be classified according to the information contained therein; 
those indie. ting operational capacity or success will be classified at 
least fhCR»-T. 



c. ©« problem of classifying argaali? stao^l ^»arto 
because of variable aspects involved Is considered tr be suf- 
ficiently sensitive to merit ^ C3aaiatfieaLtil ~’ >n 

5 - 
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Panel. Charts *.hich 're proposed for publication will bo sent to the AC 
for reference to this Panel as required. 

of 

d. In reference to type cryptq^py stems, the terms "low grade", 
"medium grade" and ''hijgi grade" are often used.- Definition of these 
categories are as follows * 

(1) low-grade , ad j • Pertaining to a cryptosystem vhich 

offers only slight resistance to cryptanalysis; for 
example: (1) Playfair ciphers, (2) Single trans- 

position, ( 3 ) line nc Inhered one-part codes. 

( 2 ) medium grade, adj. Pertaining to a crypto system which 
offers considerable resistance to cryptanalysis; for 
examnlei (1) rtrio ciphers, (2) Polyphase transposi- 
tion, ( 3 ) Unendoherod two-part codes. 



(3) hixh-grads . adj. Pertaining to a cryptosystem which 
offers a maximum of resistance to cryptanalysis ; for 
example: (1) Complex cipher machines, ( 2 ) one-time 

systems , ( 3 ) Unknown two-part codes enciphered with an 
additire book, 1 £ 5 ?,. 

8 . As a neons of further assistance to personnel within NSA the 
following clas si float ion guide lines have been established. Remember, 
however, they are only general in nature and cannot be applied to specifi- 
cally each classification problem. Utilization of these guide lines can only 
be done through analogy, comparison and evaluation. In any event the. classi- 
fication of a given item of information, such as training publications, will 

i 

bt 1CLELY ON ITS O.VN MERITS. 
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cL* Br af flc intelligence Involving ooll-eigns or aaaaego headings 
encrypted In oodae or ciphera of high security grading* exceptions vould b« 

3 mtelllgano* darlvodLfroa the study of plaintext which is pa ss ed 




pmemih 3, Section HI - TOP SSCHKT, paragraph 12, Section VI - OGUnnaODU 
and paragraph 12, Section VH - OKIASSmBD. 



1* The detailed mission of s CQMUfC agency or » major oo q po n s c t thereof* 
8* She of paacetlaa ^ nr * In CWfffflf natters between 

it*/'*", 



U.S. agsnci as and other foreign go w arn ca nts, exsept far tf.I • collaboration 

A 

which la STOHSS. 

3* ZotelUgenee derived from the cryptan a lysis of high-emde foreign 
c rypto s yst em during World War H, provided the r e feren ce cannot lead to 
inferences as to the specific system Involved. (See eaooeptlons, paragraph 5# 



Section ZZ - SOP SH CBR CQOWCf©, sol paragraph 12, Section VH - U9CIASS1PISS 
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k. CoAsuocds applicable to Ctoegoey m GOUtsC ** rr, ~ T 9 

Disclosures of both the identity and details of the cryptanalysis 



of low-grade eneny military cryptosystems during 



rbrld War II. 



Mat^Aal \mo 1 



aenaitii 



ictiom procedures or the revelation 



of successU/gaii 



»ual <>x' ser 



Lve transmission oroCedures and devices. 



i'FCTlCW IV - SECRET CODEWORD 



1. Traffic Intelligence derived from the analysis of foreign cosmuni- 
c«tions after .> September 1945* 

2 . Texta infomation. % r h + 

wC.rt m* * Jt"!***? 

3» Intelligence d e rl s iil from study of 



j, except as noted in 

paragraph 4, Section IT - TOP SECRET CODEWORD, and pcragraph 6, Section III - 



TOP SECRET . 

M . ,*<>« 7 R fr 

4 . CoJe 5 « 

1. Intercept assignments , 



EO 3.3(h)(2) 

" E ^2 N .J - SEfiRfcT pL 86-36/50 USC 3605 



.?• Intercept and D/P nlans and over-all operational effectiveness of 
intercept ind D/F organization us a whole. 

3« General reference to the fact of cryptanalytlc success against low- 
grade eneny military crypt os y s te m s during ‘or Id war II and the Korean con- 
flict, without any detailed descriotion of the cryptanalytlc methods used. 

4. Details of traffic analysis as spoiled to enemy comrunicnt ions 



during Iforld War II, 



C0W/»7 



5. Description of equipment peculiar to intercept stations. 



i ' FOTtrP - 
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6. Detailed listing and location of US Fervice operated^ intercept 

stations. „ a, 

v 

^ , 7. Existence of peacetime collaboration between the US and UK (8M|) 

y 

in the CCKlkT field. 

All personnel reports for the entire A gpngy, civilian or rnLUfeaty, 



lorlze 



actual 



CzationaTwi 



title or symbol, or by function. 

9. Codeword a poll cable to Traffic Intelligence. 

10. Information relating to an entire system of cryptologic (U/D) 
equipment. 

11. Cryptanalytic short titles. 

r-t.CTlON VI - CONFIDENTIAL 

1. Association of operational CO MX NT functions with specific Activities 
and organisations by nans (except as orovlded under paragraph 1, Section VII - 
UNCLASSIFIED?,. 

2. Individual intercept and D ft station products and statements of 
operational effectiveness. 

3. Intercepted raw traffic that shows no evidence of ''processing" for 

■ tMJNT purposes. Processing does net include case notations, frequencies, or 
call eigne. 

4. Intelligence relating to D/F mission assignments, bearing reports 

* i 

and fix reports (i.e., target frequencies, call-signs, "piped signals," 
other signal information, bearings and fixe;!)), provided that no complex 
changing callsign systems are included. 
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5o The terns "United States Communication Intel' igence Board 1 and 
n U 0 S, Conmuni cation Security Board" (abbreviations "USCIB" and "USCSB" are 
unclassified). 

6. Plaintext tactical or operational traffic provided that no inter- 
pretations of complex changing callsign systems , enciphered map references , 
or results or advanced traffic analysis are included. This material shall 
include local procedural and local grid and zone systems used for artillery 
direction, tactical control and movement of front line units* early warning 
and exercise of tactical combat control of aircraft. 

7. Intelligence derived from analysis of radar tracking reports and 
visual observation reports as found in tactical or operational traffic* 
provided that enciphered aircraft type designations or interpret at! one of 
complex changing callsiffi gy stems are not included. Inclusion of local 
grid or zone references* local procedural codes used for brevity and plain 
text interspersed with cover words is permissible. 

8. >JOMINT concerning weather derived from the sources described in 
paragraphs 6 and 7* above. 

9. Special Intelligence from Naval tactical maneuvering codes and 
brevity codes. 

10o Special cryptologic features of and magnitude of effort with 
computers. 

11. Detailed references to* and description of* cryptanalytie success 
against specific military cryotosys terns used ty foreign powers between 
11 November 1918 and 1 Septenber 1939 j • 
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12. Intelligence derived from the cryptanalysis of the 



pet ween 1, November 1913 find 1 Rep^.eesber 



1V39. 

13. The extent of collaboration in CAH/bfl.'kfF C 

14. The extent of nro Juction of crynto'ra.d.dri&l 


0“'SEC "natters. 


1$. Tfie fact that NSA is assignat 







16. Diagrams and descriptions of JOMINT a*d CCMSEC comuni cation net- 
works or related cowuni cation nlana it eluding crrptographic arrangements 
except where higher classification is justified hr the listing of sensitise 
intercept stations. 

17. Consolidated listings and records of c yTtcrnterials and crypto- 
h-ildin>;» t»y short title. 

18. The broad outlines of Operational Traffic Analysis processes. 

S‘ CT: JN VII - UNCLiS. c IF1ED 

1. Association’ of NS A dth crypto] itgf} non-specific or hypothetical 

references to CotHurni cation lntelligef.ee or Communication Security without 
any association of that fur ,-tion witf specific activities and organisations 
othrr than the National Security Ager.ey as a whole and Service cry otologic 
agencies as a whole} and issociatlon nf NSA wit; the c ' r 3 r‘ l »/ # g' f 

A 6 a wUtlf 

2. Identification w.th NSA of N5A authors of technical papers on masters 
already in the public dear In. 

3. The terras MSA Field Activity 7 ar East (i®AFE), NSA Field Activity 
Europe (N?AKUR) r NSAAL, <SAUK, NOA-FW^U ','JVNT) , ;nd NSA-FWU (^AC). 



urrviiaiy a 



m 



3.3(h)(2) 
PL 86-36/50 



SECRE T 





« * 



CKGRKT jt n Revision: 1 June 54 

4. Civil i>rv ice Job Titles and rtSA "Classification standards 'Manual" „ 

5« N3A*s oossession of or interest In computers or ru.-.-i <J analytical 
machinery , except as noted in Paragraph 10 under Section VI » C0UFI3&TIAL. 

6. Specific components of ecuipwnt under research , if use of component 
is not revealed. 

7. Report of inspection trio to uncleared company that is a prospective 
contractor, if no mention is made of actual applications of components. 

8. Short titles, ewer names, and code words. (See the following 

exceptions: Paragraph 4, ejection II - TO” .‘‘hCR'T CODE ORD; paragraph 4, 

Section III - TOP ffc'CRFT; paragraph 9, Section V - P! ICRH; paragraph 11, 
Section V - l, .FCR T, and paragraph 17, Section VI - CONF IlJENTI AL. ) 

9. Communications giving i person* s security rlennnce and typt> of 
indoctrination. 

10. Projects number ana titles used in justification for purchase of 
materials when no technical usage Is specified. 

11. Detailed reference to, and description of, cryntanalytic success 
against World War I military cryptosystem. 

12. References to intelligence derived from cryptosystems in which 
successful cryptanalysis has alreacfy been revealed by official U.S. action 
(e.g. , the Cor^resslonal investigation of the Peirl harbor attack). 

13. Any reference to intelligence or cryptantlytic success against 
operational cryptosystems as disclosed by foreign public;. ttons appe iring in 
the public domain. Three references should be acccUDanled for the purpose of 
clarity by the source and be without further elaboration or amplifitniLus. 
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14. The fact that NS A produces and oro cures cryptonr-teriul including 
rot ore , toy lists, ons-tlms tapes, one-time pads, codes, discs and other 
broad categories of toying materials, and employs special equipment to 
produce some of this material. 

15. The fact that the US collaborates vdth other NATO powers on COtfSEC 
matters s 



SECRET 



